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Abstract

Root-of-trust hardware still needs software, and that software must be robust. Tock is an
operating system for microcontrollers in domains where security and robustness are
critical. The Tock kernel is written in Rust and enforces strict isolation between
applications which execute as userspace processes. The architecture of the OS is
designed to minimize the amount of trusted code and enable compile-time checks to
prevent runtime failures. This talk will introduce Tock, the key design decisions behind the
OS, and how Tock can be used in root-of-trust applications. | will also share highlights on
the ongoing research within Tock, what's next for the project, and how you can use Tock for
your application.
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