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What are Faults?

«  Actively perturb data or control-flow of a system and gain

information about the secret through faulty system response

Correct Output Incorrect Output
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Fault Attack

«  Fault causes error and error can be exploited to leak secret information

. Fault attack sometimes combined with side channel can lead to

stronger attacks

Fault Injection Side Channel Observation
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Fault Attack
«  Fault causes error and error can be exploited to leak secret information
« Fault attack sometimes combined with side channel can lead to
stronger attacks

Fault Injection Side Channel Observation
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The Fault Attack Jungle

Fault Attack on Embedded Systems

Fault Exploitation

Fault Injection

I. Verbauwhede, D. Karaklajid, and J.-M. Schmidt, “The Fault Attack Jungle - A
Classification Model to Guide You”, FDTC, 2011
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Fault Injection Attack Vectors

Fig: Electromagnetic Fault Injection (EMFI) Probe

« WHAT: Strategically modify execution

environment of a system
2@ Electric current / Electric field
| 4 v
] . Top view of electromagnetic
« HOW: Through changes in external fault injection loop :{> S
operational conditions p:rgpr:aer:g:ic:ﬁar

2@ to the direction of electric field
W

Side-view of electromagnetic Fig: Working principle of EMFI Probe
fault injection loop
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Fault Injection Attack Vectors

48 83 ec 08
48 8b 05 dd 2f 00 00
48 85 c0
74 02
. . . ff do
« WHAT: Strategically modify execution Non-fadfty execution

environment of a system Side-view of electromagnetic
fault injection loop

Without fault injection

« HOW: Through changes in external 48 83 ec 08

. " 48 8b 05 dd 2f 00 00
operational conditions 48 85 cf
|—_:_: > 74 02
ff d0
« WHY: Bias software execution to Y Bit-flip

) Side-view of electromagnetic
adversarial advantage fault injection loop

With fault injection
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Traditional Fault Injection Surfaces
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Traditional Fault Injection Surfaces

o e e e

Dynamic Frequency

External interface ?Ssgg)'tage Scaling

. (voltage/clock glitch) ,
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Traditional Fault Injection Surfaces
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Laser/EM Fault
injection

Dynamic Frequency
and Voltage Scaling
(DVES)

External interface
(voltage/clock glitch)
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Traditional Fault Injection Surfaces

- - P I e e N e

-

-\~

Laser/EM Fault

No external interface .
injection

(in SoCs; ex RPI)

Privileged

N e o ———————————
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Traditional Fault Injection Surfaces

- - P I e e N e

Ill \\‘I :’, \\\I
. No external interface Privileged ECC checks, ‘Casings . i
. (in SoCs; ex RPi) | ' Targeted Row (requires invasive de
\ ," . Refresh packaging)

N e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e = e
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Are there other architectural aspects that can be used for faults,

for which no known defenses are deployed yet?
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A New Fault Injection Point for SoCs

P el P I e e N e

' No external interface Privileged ECC checks, Casings |
. (in SoCs; ex RPi) i i Targeted Row (requires Invasive de
:\ ; . Refresh packaging)
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A New Fault Injection Point for SoCs
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. No external interface Privileged ECC checks, ‘Casings ;
. (in SoCs; ex RPi) i i Targeted Row (requires Invasive de
\ : . Refresh packaging)
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Zoomed in view. The exposed system bus

) between the processor and memory
= External voltage glitches on
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A New Fault Injection Point for SoCs

load dest reg, [mem addr]

Fig: Electromagnetic Fault Injection probe positioned over
the exposed system bus on a RPi3
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A New Fault Injection Point for SoCs

mem_addr o-Lt“'m]'Ji,- mem_addr
® O - o

load dest_reg, [mem_addr]
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A New Fault Injection Point for SoCs

mem_addr mt“""ul- mem_addr
ORCIEdN e

mem_addr : data
data

||I|IJ|JL_
e

r

o

® O} «

c'_j'I|IP

load dest_reg, [mem_addr]
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A New Fault Injection Point for SoCs

mem_addr 'L_lllﬂé mem_addr
@ @ [E"I'f]:. ﬁ

mem_addr : data

data L|I|I|J|Jl'| data
@ {l..:l:t — E'J""H]E. —

I] % mem addr : data

..L ||I| .J_L|

® I |
faulted data [_ ,J'lllﬂ data
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Fl on System Bus: Success Rates

load dest_reg, [mem_addr]
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Fl on System Bus: Success Rates

-—__-—.~.

load (dest_reg,’ [mem_addr]

Data Bus Faults

« Resultin incorrect data

 Success rate breakdown
*No fault: 38%

=Fault to 0x0: 35%

- e e e
-

=Other cases: 27%

_____________________________________
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Fl on System Bus: Success Rates

" o
-—,_-—.~. ‘—.— =0,

load (dest_reg, " [mem_addr]

g Data Bus Faults \ / Address Bus Faults

 Resultin incorrect data . Result in SEGFAULT

* Success rate breakdown

n . Y
No fault: 38% *SEGFAULT: 31%

|
e Success rate breakdown
=Fault to 0x0: 35% |

=Other cases: 69%

- e e e
-

=Other cases: 27%

_____________________________________

_____________________________________
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Implication: Register sweeping to mount an end-to-end attack

on Open Portable Trusted Execution Environment (OP-TEE)
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Open Portable Trusted Execution Environment

Secure world Normal world
(Trusted Execution (Rich Execution
Environment or TEE) Environment or REE)

1tELO
]

* open-source trusted execution environment (TEE)
based on Arm TrustZone technology

DIE

* Hardware backed isolation of system resources

LR
L e b e B
e I B

Trusted application Untrusted
* Implementation of GlobalPlatformAPI specification L bttt ot Lo e s | i
for ARM TZ Usrspac 1k
; [EJD] ] |
: 00
: TEEAPI
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Open Portable Trusted Execution Environment

Secure world Normal world
(Trusted Execution (Rich Execution
T . d. e Environment or TEE) Environment or REE)
[ B R Y. Y/ oW a a1 a @ 1 AV L3 1 @1 @ 1<, P Ry O R R a0
wo ma'n 'v's'ons iITEE Userspace ELO : 1REE Userspace :
! 1 | 1ELO :
' g |3 1
' ' : |
' ! 8 |
' : 4 |
: — L8 > — :
- — := .
: E— 1 : * — i
' ' > 1
' ' : or !
' : - Client Application !
B e i i G i e B B B o v i i e i ' 1
- lossiaksshetl SIS S oA I :
' Userspace ' : !
JEL1 il B :
|l | ecovnnmennnccnccscneweees
; 00 .
' 00O .
' TEE AP :
' :
' '
S o P O e o '
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Open Portable Trusted Execution Environment

 Two main divisions

1. TEE or Trusted Execution Environment

Execution context where all the security critical
operations reside. TEE has its own

a) secure/encrypted memory storage,
b) secure I/O peripherals,

C) secure context switching

Secure world
(Trusted Execution
Environment or TEE)

Normal world
(Rich Execution
Environment or REE)

©H
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Untrusted
or
Client Application




Open Portable Trusted Execution Environment

Secure world Normal world
(Trusted Execution (Rich Execution
. e o Environment or TEE) Environment or REE)

* Two main divisions T | RS-~ s e -
: | pELO :

2. REE or Rich Execution Environment E - il = 5
Execution context where rest of the things run. REE Tosetuplontors 51| Unrusted 5
invokes the services of TEE when required Ay | . - Client Application
e et il :

' Userspace : |

'EL1 H '

0
(um)
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Open Portable Trusted Execution Environment

Secure world Normal world
(Trusted Execution (Rich Execution
. T . d. e Environment or TEE) Environment or REE)
WO main aivisions T - LSRR -

1. TEE or Trusted Execution Environment E -
2. REE or Rich Execution Environment

Trusted application Untrusted
R || WA—— Client Ag:)Iication
 All Trusted Applications (TAs) running in the TEE : [GD] e |
are checked for integrity : EEE. :

* No adversary having complete control over REE
can execute arbitrary TEE code
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Open Portable Trusted Execution Environment

 Two main divisions

1. TEE or Trusted Execution Environment
2. REE or Rich Execution Environment

ADVERSARIAL GOAL!

« All Trusted Applications (TAs) running in the TEE
are checked for integrity

* No adversary having complete control over REE
can execute arbitrary TEE code

Secure world
(Trusted Execution
Environment or TEE)

Normal world
(Rich Execution
Environment or REE)

EL1 [GG]
00
TEE API
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or
Client Application




Adversarial Goals

« Goal 1: Entire attack must be online (without taking the device offline)

4 September 2024 ZERO TRUST HARDWARE ARCHITECTURES WORKSHOP (ZTHA), 2024 32




Adversarial Goals

« Goal 1: Entire attack must be online (without taking the device offline)

« Challenge 1 : Secure Boot cannot be attacked (requires taking the device offline)

Our Solution: Attack the loading of Trusted Applications in the TEE
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Adversarial Goals

« Goal 1: Entire attack must be online (without taking the device offline)

« Challenge 1 : Secure Boot cannot be attacked (requires taking the device offline)
Our Solution: Attack the loading of Trusted Applications in the TEE
» Challenge 2. Cannot use code-based triggers (requires code modifications to the OP-TEE
kernel)

Our Solution : Construct a combined adversary (side-channel analysis + fault injection)
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Adversarial Goals

Goal 2 : The attack must be non-invasive
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Adversarial Goals

Goal 2 : The attack must be non-invasive
« Challenge 3 : Cannot inject processor faults (requires depackaging). Trivial attacks like
Instruction skips cannot work

Our Solution: Work with a new fault model (register sweeping) on the system-bus
(requires no invasive alterations to the target device)
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Fault Attack Target

Secure world

e cCon®se e ®menwanmeesese

TEE [

| Userspace TA AP PR

1Exception ' | ,REE Userspace '

1Level 0 1 | 1Exception Level 0 :

’ SVC call |0 -

- AR -— '

i oy = '

: . 1 - — :

- initiation 1 | ! '

: [t: TEE_*() ! : 'nmon R :

----------------- e i || g

[ O R (ST LI L E invoke a function '

TEE ' g

:Kernelspace [P L S AP, .

1Exception A [P | b e S e

:Level 1 : :REE Kernelspace Exception Level 1 :
1

- Crypto library invocation |[SMCI 4 | | e | :

. *, 1

' [f: crypto_*()] 0 [|D— o :

' SMC : [ ) 1

' ] . 1

' Libtomerypt T? |+ svC handier *V© 'jteda"e :
¢ | Beosasossendusanssnans

R TR R AR aia i SMC

Secure monitor call handler v
(Exception Layer 2)
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Fault Attack Target

Secure world

'- -----------------------
e Al " : Normal world
1 * — . b i v T T e
, 1Exception p— ' | ,REE Userspace '
#define TEE_SUCCESS 0x00000000 iLevel 0 AT [— : 1Exception Level 0 :
#define TEE_ERROR_SECURITY OxFFFFOOOF . I A oY LD »
' [f: utee_*() vy = '
. - —
TEE_Result verify_signature(chars ta_binary, uint8_tx signature){ : o :::: ] TA . :
if (/xsignature is valid /) : T - [ff“,;,t:’é'Tm i Innocent CA :
return TEE_SUCCESS; ol o . i asa s awilasyls | & e |
return TEE_ERROR_SECURITY ; TEE T T T ST 3| g atdon :
} ,Kernelspace ]| Seslinsereostmeraetvese
1Exception A [P | b e S e
Ji. load -2 ‘T retsrended by o GA :Leve|1 : :REE Kernelspace Exception Level 1 :
1
void load_TA (...) { Crypt ¥ : 7| I
// some code here . : @_.-—v oD :
TEE_Result res = verify_signature (...) : 1 ' !
if(res != TEE_SUCCESS) 2 (B SMC interface ;
/! abort execution : :-S:/(_ztla:rd:le:--“] .......... 4
I{ some morecode here. T et c et ettt ettt ettt e e cas e iy SMC

Secure monitor call handler v
(Exception Layer 2)
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Fault Attack Target

Secure world

‘- -----------------------

.Lf:mpm " : Normal world
I bl [ [ e -
‘ 1Exception p— ' | 'REE Userspace '
#define TEE_SUCCESS 0x00000000 ilevel 0 AT [— : 1Exception Level 0 !
#define TEE_ERROR_SECURITY OxFFFFO0OF ! | o [D ;
1 [f: utee_*() ] : o — >

. - —
TEE_Result verify_signature(chars ta_binary, uint8_t% signature){ : poon _TA - :
: . ; . tee sve 0] initiation '
if(/xsignature is valid=*/) : (t: TEE_*0) 1 Innocent CA -
return TEE_SUCCESS; ol sl wise N dnegls | 2 . |
return TEE_ERROR_SECURITY ; TEE T C = 3| g atdon :
} ,Kernelspace ]| Seslinsereostmeraetvese
1 Exception A [ e e i
i Vond -a Tk rets db CA :Level1 : :REE Kernelspace Exception Level 1 :
rence y a b

void load_TA (...) { Crypt ol 7 :
// some code here : : @_.-—» & :
TEE_Result res = verify_signature (...) : 1 ' !
1 1= 1 B 1
S e | £svonmde B :

I{ some morecode here. T et c et ettt ettt ettt e e N SMC

Secure monitor call handler v
(Exception Layer 2)

\ E

o :V'\o o

External glitch DVFS Rowhammer  Stealing signing key
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Fault Attack Target

Secure world

‘- -----------------------

.Lf:mpm " : Normal world
I bl [ [ e -
‘ 1Exception p— ' | 'REE Userspace '
#define TEE_SUCCESS 0x00000000 ilevel 0 AT [— : 1Exception Level 0 !
#define TEE_ERROR_SECURITY OxFFFFO0OF ! | o [D ;
1 [f: utee_*() ] : o — >

. - —
TEE_Result verify_signature(chars ta_binary, uint8_t% signature){ : poon _TA - :
: . ; . tee sve 0] initiation '
if(/xsignature is valid=*/) : (t: TEE_*0) 1 Innocent CA -
return TEE_SUCCESS; ol sl wise N dnegls | 2 . |
return TEE_ERROR_SECURITY ; TEE T C = 3| g atdon :
} ,Kernelspace ]| Seslinsereostmeraetvese
1 Exception A [ e e i
i Vond -a Tk rets db CA :Level1 : :REE Kernelspace Exception Level 1 :
rence y a b

void load_TA (...) { Crypt ol 7 :
// some code here : : @_.-—» & :
TEE_Result res = verify_signature (...) : 1 ' !
1 1= 1 B 1
S e | £svonmde B :

I{ some morecode here. T et c et ettt ettt ettt e e N SMC

Secure monitor call handler v
(Exception Layer 2)

External glitch DVFS Rowhammer  Stealing signing key
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Fault Attack Target

6@ Secure world
‘- -----------------------
TEE
oo = - | Userspace TA D Normal world

1]
= _— !

- = S Exception e=—=| ' JREEUserspace 1 |
#defie TEE_SUCCESS 0x00000000 _ * iLevel 0 /=] | iException Level 0 :
#define’ TEE_BRROR_SECUREFY: 6XFFFFO00F ! | ¥ o| ¢ [2D ;

1 [f: utee_*() ] : o — >

. - —

TEE_Result verify_signature(chars ta_binary, uint8_t% signature){ : o :2:: T TA . :

if(/xsignature is valid=*/) ' i !mtlatio? 1 Innocent CA .

return TEE_SUCCESS:; Eiiaaa s R WL kil T :

return TEE_ERROR_SECURITY ; TEE T C TS 2 | preveatickn :

} ,Kernelspace ]| Seslinsereostmeraetvese

1Exception A [ e e i

Vi e TA ¢ db CA :Level1 ' | TREE ~|Kernelspace Exception Level 1 ;
oad a reference y a

void load_TA (...){ Crypt
// some code here

TEE_Result res = verify_signature (...)

88

if (res != TEE_SUCCESS) SMC interface
// abort execution s _Si/(_:rla:rdile:_-__l ..........
I{ some morecode here. T et c et ettt ettt ettt e e RO SMC

Secure monitor call handler v
(Exception Layer 2)

Register Sweeping: Fault the load to 0x0 through data bus faults
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Fault Attack Target

Secure world

for=eecccccccccccccene==x
TEE '
\Userspace TA R { . L, NP
1Exception B — ' | 'REE Userspace !
1Level 0 T N |f— : :Exception Level 0 .
: call A | :
1 [f: utee_*() 1 : E .
' and A N[ [ :
- tee_ sve M1  initiation ' .
I '

FAULT INJECTION TARGET! | Tty ) | | oo ca |
' -------------- s B I
oI N - invoke a function '
';ErEnelspace : : L :
i b s eh e
@M@ s B bindices
:Level 1 S . :REE Kernelspace Exception Level 1 :

I
: rypto library invocation [SMCI 4 | | & :
' [f: crypto_*()] : 1 @ | i J :
1
[} SMC : 1 2 |
I (] . 1
' Libtomerypt @ | * svC handier SV 'j'edace !
< [l G PN A PP S,

it s i SMC

Secure monitor call handler ¥
(Exception Layer 2)

Register Sweeping: Fault the load to 0x0 through data bus faults
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Fault Attack Result

No Effect ( denoted by a "dot" ) : No effect of the
Injected fault

Partial Success: Injected fault changes the value of
the load, but not to OxO.

Or causes SEGFAULT

Success : Faults value of the load to 0xO.

[PARTIAL SUCCESS] Register value corrupted to 0x1073c....

egmentation fault
....1llegal instruction (core dumped)
Illegal instruction (core dumped)

(core

dumped)

Illegal instructig

Illegal instruction (core dumped)
...I1llegal instruction (core dumped)
[SUCCESS] Register

[SUCCESS ]
[SUCCESS]
[SUCCESS]
[SUCCESS]
[SUCCESS]
[SUCCESS]
[SUCCESS]
[SUCCESS]
[SUCCESS]
[SUCCESS]
[SUCCESS]
[SUCCESS]
[SUCCESS]
[SUCCESS]
[SUCCESS]
[SUCCESS]
[SUCCESS]
[SUCCESS]
[SUCCESS]
[SUCCESS]
[SUCCESS]
[SUCCESS]
[SUCCESS]
[SUCCESS]
[SUCCESS]
[SUCCESS]
[SUCCESS]

Register
Register
Register
Register
Register
Register
Register
Register
Register
Register
Register
Register
Register
Register
Register
Register
Register
Register
Register
Register
Register
Register
Register
Register
Register
Register
Register

value
value
value
value
value
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value
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value
value
value
value
value
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value
value
value
value
value
value
value
value
value
value
value

corrupted
corrupted
corrupted
corrupted
corrupted
corrupted
corrupted
corrupted
corrupted
corrupted
corrupted
corrupted
corrupted
corrupted
corrupted
corrupted
corrupted
corrupted
corrupted
corrupted
corrupted
corrupted
corrupted
corrupted
corrupted
corrupted
corrupted

value corrupted to 0x0

to
to
to
to
to
to
to
to
to
to
to
to
to
to
to
to
to
to
to
to
to
to
to
to
to
to
to

0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x0




End to End Attack

1. Load (adversarial) Trusted Applications through Faults

2. Redirect communication for other Trusted Applications

3. Decrypt (redirected) communication
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Load (adversarial) Trusted Applications through Faults

Combined Adversary = Power of SCA + Fl

Tek Run [ [ S : i 1 Trig'd

RSA signature verification

e —

(@ 1.00mv . J[4o.ous ][2soms/s ] & - 1.00mv
v 10000 § 100k points

Power side-channel as a trigger
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Load (adversarial) Trusted Applications through Faults

Tek PrevVu ! M 40.0us Trig?
Tek Run [ IS s — | Trig'd )
U | I'
! E»
R | Y e ———
RSA signature verification Zoom Factor: 20 X Zoom Position: 9.50us - ‘
u Actual fault injection trigger : Verification begins here

™3 l

LAY st "mov" instruction executi:on happens here
: : Sigdal generatc;r gets triggéred ; '
' based off the actual fault injection trigger :
, ‘ ' o Pulsé generator gets triggered. '
' i S | ; / These pulsesr?re injepted,onto the targgt device.
| : | S 2 faeess f " X e o et iy v <y
: ] v Unavoidablca/"l/ »
i : i : latency . ol
e e, | w)| W ) SR N T )
( il 'QTwo:nv © 1.00v )'[z 2.00us ‘]ﬁggrsxs_ t][_c—) 7 1.82V]
. . . . . . WY, 00000 s points
Power side-channel as a trigger fault injection in
a hon-invasive way Actual Fault Injection on signature verification

(no recompilation of OP-TEE necessary)
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FAULT INJECTION TARGET!

4 September 2024

Combined Adversary = Power of SCA + Fl

ldr w0, [sp, #76]
cmp w0, #0x0

— >

Stack after execution

of str w0, [sp, #76
Side-view of electromagnetic [sp ]

fault injection loop Without fault injection

/ ............
Stack after execution

Side-view of electromagnetic of str wl, [sp, #76]
fault injection loop With fault injection

ldr w0, [sp, #76]
cmp wi, #0x0

ZERO TRUST HARDWARE ARCHITECTURES WORKSHOP (ZTHA), 2024

Malicious TA
not loaded

Malicious TA
loaded




Combined Adversary = Power of SCA + Fl

T — e 0000 0000 .... ....
e A B I Y { IR : Idr w0, [sp, #76] : Malicious TA

WU P N D - T emmmh AN Bt cmp wo0, #0x0 loaded
m P e ” G R B L | cccaiieise
I N v Stack after execution

Side-view of electromagnetic of str w0, [sp, #76]
Oscilloscope trigger fault injection loop With fault injectio
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Fallout: Reqister sweeping fault attack loads a self-signed, adversarial controlled

Trusted Application in the secure world of OP-TEE
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Redirect communication for other Trusted Applications

(% —> @ - 5B — @

Universally
Id Id Unique Secure Trusted
nsecure wer Secure Wor IDentifier (UUID) Application execution
comparison
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Redirect communication for other Trusted Applications

Observation: GlobalPlatform API specification (upon which OP-TEE is constructed) offloads
the responsibility of choosing UUID to Original Equipment Manufacturer. It is the

responsibility of the OEM to ensure no two Trusted Applications (TA) share same UUID
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Redirect communication for other Trusted Applications

UUID confusion: Behavior of the system when UUID are non-unique is undefined. When

UUIDs are shared, a non-persistent TA is preferred over a persistent TA.
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Redirect communication for other Trusted Applications

N L B s

Secure Trusted
Universally Unique Application execution

IDentifier (UUID) (persistent TA)
comparison
(with self-signed TA
loaded after register
sweeping attack)

Insecure Secure World
World
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Redirect communication for other Trusted Applications

N L B s

Secure Trusted
Universally Unique Application execution

IDentifier (UUID) (persistent TA)
comparison

(with self-signed TA
loaded after register
sweeping attack)

Self-signed Trusted Application execution
(non-persistent TA with UUID confusion)

Insecure Secure World
World
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Decrypt (redirected) communication

- -

~

Third Party extension: \
SeCReT

o Symmetric key management
Blocks SIGTRAP

o Blocks unauthorized read to
sensitive data pages

- -~

___________________________________________
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Decrypt (redirected) communication

- -

Normal world boundary e AN

'ARM TrustZone/SeCReT Trust Boundary . Third Party extension:
| i ! SeCReT :
f a Key request ! |
: < g 1 X
§ e Key transfer ! |
1 Key management | . '« Symmetric key management |
' kernel module 1 Encryption/ : :
' ] Signing ! :
, | i « Blocks SIGTRAP :
e , Key surrender : !
\ I b B .« Blocks unauthorized read to |
. | Encrypted and signed | sensitive data pages i
: Cryptographic keys storage : Eioos sanrevioEa — E |
' 1 <  — ! |
'L s v Encrypted and signed |\~ ! E
Innocent CA ‘\\ //

execution timeline i i Il

___________________________________________
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Decrypt (redirected) communication

- -

Normal world boundary e AN

'ARM TrustZone/SeCReT Trust Boundary | Third Party extension: ‘
: ‘ Syl SeCReT

' SIGSEGV
o Key request

o Symmetric key management

Key management ,

kernel module ; Encryption/
: Signing
| Blocks SIGTRAP

\ l Wonctninn « Blocks unauthorized read to
’ Encrypted and signed sensitive data pages

Cryptographic keys storage I
YRaap Y 9 ] From secure world

< * oo

v Encrypted and signed |

e Does not block SIGSEGV. Leaks
key through coredumps

e e i — — — — — ———————————————————

A
X
@
-
w
c
§.
@
-
[ ]

~

Innocent CA ' /
execution timeline P S Rl
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Decrypt (redirected) communication

‘(gdb) bt Memory access violation

#0© PQCLEAN DILITHIUM2 CLEAN polyt@ unpack (r=r@entry=0xbefb43c8,|a=0xbffffbd8 <error: Cannot access memory at address Oxbffffbds>] faulting address bus
{ a@ent ry=0x107dals ”\250\322b\017\241\377/\366\291\025\273M\373\265J2 \022\342\002\r\246\376\3510\235\002\257\305\001\n\237\2429J\ 202\ b\024\2§L \253\262\346¢cH\03]
"\234\ 340N\ 240\256\313" \036\2610'\367 \346\347\322\3761\241u\361e\037\071\277- }\031\240\177.\242]v\177n\267 ! oN\025\062\261\370F\353\352\ 0600\ 326\070A\332\340\200\267\\
\227\320\331\ t2\241J\236\ 2158\ 265\ \\ 1125411026\ 305\ 335\ 34411223\ 356\ 316\ n\001U\023\ 2726\ 237\035\ 223\ 236\ t (425\226\ 225\ 344\ 265*\ 326 ( \ 036m\ 342\ 22016331221\ 261q\ 256\ 36¢
\036\314\0711\363\256\031\023Y\334\306\006\264\305( ] \345\215\356\071\a\377\0067\370\a\235(\b1TQ\004\264"...) at poly.c:694
#1 0x00011520 in PQCLEAN DILITHIUM2 CLEAN unpack sk (rho=rho@entry=6xbefboeed "*,
' tr=tr@entry=0xbefbofo0 "mb2.~E+\241\204dV\211\321\1\266\340\0042\304\035F{\226\371D7;\030\266hT\331A2\237\211\267v\0257\262\250\032\344\377 {nom\274\021\320U\274\3
27\374\Vv\324\354\032\277\27271\216\330%",
' key=key@entry=0xbefb0f20 "T\331A2\237\211\267v\0257\262\250\032\344\377 {npm\ 274\021\320U\274\327\374\v\324\354\032\277 " \27271\216\330%",
t0=t8@entry=0xbefb43cO, s1=0xbefbl3c8, sl@entry=0xbefbl3cO, s2=0xbefb53c8, s2@entry=0xbefb53c0®, sk=0xbefbl728 "", sk@entry=0xb6f38000 "D/\003") at packing.c:155
2 Ox08066816afc in PQCLEAN DILITHIUM2 CLEAN crypto sign signature (sig=sig@entry=0x107e790 "", siglen=0x0, siglen@entry=0xbefbd426,
m=m@entry=0x107f104 “"This is a very random message”, mlen=mlen@entry=30,
sk=sk@entry=0x107d6b8 Target function \b\b\274=\261\177\0037\231m2-"E\0257\262\250\032\344\377 {npm\274\021\320U\274\327\374\v\324\354\6:
\277°\27271\216\ - .. 26\371D7;\030\266hT\331A2\237\211\267v\020\231Q\033\067N\233\002\022") at sign.c:167

#3 0x00010904 in POCLEAN DILITHIUM2 CLEAN crypto sian (sm=0x197e790 ". smlen=0xbefbd420, m=0x189560 'Thxs 1s a very random message”, nLen-3e.
sk=0x107d6b8 a 54 30, \ 354\ 24 v 66\ b\ b 00 imG2- 0 6 0 344 Nmm 4\ 0 AU v / 4\ 0
'?1\216\330$+\241\294dV\211\321\f\266\340\0042\304\935F{\226\37ID? \830\266hT\331A2\237\211\267v\620\2310\033\867N\233\002\622 ) at sign.c: 227
#4 Cx000107co 1n main () Leaked secret ke
(gdb) f§ y
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Bird’s Eye View

. - e Actual behaviour after attack 1: Malicious TA installed
Attack 1: Installing malicious TA

Malicious TA with UUID x Afttapk 2t: UUI|D
put in Nlib/optee_armtz coniusion to replace
- Gatekeeper 0 MLaaS TA

L M
EM faults acta! P2 : - 1. Decrypt
i Malicious non-persistent
Loading TA e TA with UUID x 2. Change message
3. Re-encrypt
E 4. Re-sign

— Innocent CA

res = verify_signature(); invoking TA with

_‘ if ( /*verification is not successful*/ ) UUID x Attack 3: Breaking
‘ return TEE_ERROR_SECURITY; , _ encryption and source
I"open session with TA® . authentication to
TA signature verification code Persns:.;:r.\tU%a"tJe I;eeper access MLaaS
. Expected behaviour: abort with 6 '
TEE_ERROR_SECURITY Normal world Secure world
4
SIGSEGV signals through EM faults ?.? Leaked encryption and signing keys

v
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____________________________________________________________________________________________________________________________________

o« CVE 2022-47549

- ——

« Worked together with Linaro to deploy countermeasure in OP-TEE kernel

N = ——

B e e e e e e e i e e e e e e e e e e i T N e e e e i i T

- res = crypto_acipher_rsassa_verify(shdr->algo, &key, shdr->hash_size,

- SHDR_GET_HASH(shdr), shdr->hash_size,
- SHDR_GET_SIG(shdr), shdr->sig_size);
+ FTMN_CALL_FUNC(res, &ftmn, FTMN_INCRO,

+ crypto_acipher_rsassa_verify, shdr-=algo, &key,

+ shdr->hash_size, SHDR_GET_HASH{shdr), shdr->hash_size,

+ SHDR_GET_SIG(shdr), shdr->sig_size);

+ if (!res) {

+ ftmn_checkpoint(&ftmn, FTMN_INCRO);

+ goto out;

+ }

+ err_incr = 1;

+ err:

+ res = TEE_ERROR_SECURITY;

+ FTMN_SET_CHECK_RES_NOT_ZERO(&ftmn, err_incr x FTMN_INCR@, res);
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Other Implications

______________________________________________________________________________________________________________________________

o Re-enable Differential Fault Attack (DFA) on T-table implementation of AES (on SoCs) ‘

« Address Bus Faults to leak all shares of Masked PQC implementations (like Kyber-KEM)

. e i ————————————————

Observation: All shares encapsulated within a single memory structure

S e e e e e e e e e e e e e e e e e e e mm e mm e e mm mm mm Em mm mm mm mm mm mm mm mm mm e mm e mm em M mm e e mm M mm mm M Em M e mm mm M mm mm M mm mm mm M e M mm e mm e e Em e mm e mm M M M M mm M mm e e e e mm e mm mm mm e Em mm mm mm e e e e e e e e e e e e e e e e =
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Takeaways

« System + Execution Environment, not just the System

- Register sweeping fault model on a (new) architectural aspect — System Bus
- Implications for other systems?

- Rethinking protocol specifications for embedded systems in light of SCA+FI| adversaries
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For more details, scan the QR code iy

For any questions or concerns, please contact:
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