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Security for Al and Al for Security

Abstract

As artificial intelligence (Al) continues to transform industries, the intersection of Al and
security becomes increasingly critical. This talk explores the dual roles of Al in enhancing
security measures and the importance of securing Al systems themselves. We will delve
into how Al technologies are being leveraged to detect and respond to cyber threats in real-
time, and how they contribute to strengthening overall cybersecurity frameworks.
Additionally, the talk will address the unique security challenges that Al systems face, such
as malicious attacks, data leakage, and model theft, while discussing strategies and
secure environments, such as Trusted Execution Environments (TEEs), for safeguarding Al
models and data, especially working with Al accelerators. By examining both "Security for
Al" and "Al for Security," this talk aims to explore the collaborative relationship between
these two domains and offer insights into building more resilient and secure Al-powered
systems.
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