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Abstract

In this talk | will present a theoretical as well as a practical understanding of the standardized
stateful hash-based signatures. RSA and ECC public key cryptographic algorithms formed the basis
of digital signatures. However, their security was undermined with the advent of quantum
computers. Consequently, Commercial National Security Algorithm (CNSA) Suite 2.0 replaced RSA
and ECC-based digital signatures with hash-based signatures such as eXtended Merkle Signature
Scheme (XMSS) and Leighton Micali Signature (LMS). These HBS schemes are stateful thus
requiring the signer to maintain a state. The construction of these schemes and recommended
parameters by NIST will also be covered in this talk.
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